SCIEX

The Power of Precision

License Server
Setup Guide

GEN-IDV-05-6916-C

August 2021



This document is provided to customers who have purchased SCIEX equipment to use in the operation of
such SCIEX equipment. This document is copyright protected and any reproduction of this document or
any part of this document is strictly prohibited, except as SCIEX may authorize in writing.

Software that may be described in this document is furnished under a license agreement. It is against the
law to copy, modify, or distribute the software on any medium, except as specifically allowed in the license
agreement. Furthermore, the license agreement may prohibit the software from being disassembled, reverse
engineered, or decompiled for any purpose. Warranties are as stated therein.

Portions of this document may make reference to other manufacturers and/or their products, which may
contain parts whose names are registered as trademarks and/or function as trademarks of their respective
owners. Any such use is intended only to designate those manufacturers' products as supplied by SCIEX
for incorporation into its equipment and does not imply any right and/or license to use or permit others to
use such manufacturers' and/or their product names as trademarks.

SCIEX warranties are limited to those express warranties provided at the time of sale or license of its
products and are the sole and exclusive representations, warranties, and obligations of SCIEX. SCIEX
makes no other warranty of any kind whatsoever, expressed or implied, including without limitation, warranties
of merchantability or fitness for a particular purpose, whether arising from a statute or otherwise in law or
from a course of dealing or usage of trade, all of which are expressly disclaimed, and assumes no
responsibility or contingent liability, including indirect or consequential damages, for any use by the purchaser
or for any adverse circumstances arising therefrom.

(GEN-IDV-09-10816-D)

The SCIEX clinical diagnostic portfolio is For In Vitro Diagnostic Use. Product(s) not available in all countries.
For information on availability, please contact your local representative or refer to sciex.com/diagnostics.
All other products are For Research Use Only. Not for use in Diagnostic Procedures.

Trademarks and/or registered trademarks mentioned herein, including associated logos, are the property
of AB Sciex Pte. Ltd., or their respective owners, in the United States and/or certain other countries (see
sciex.com/trademarks).

AB SCIEX™ is being used under license.
© 2021 DH Tech. Dev. Pte. Ltd.

AB Sciex Netherlands B.V.

1e Tochtweg 11,

2913LN Nieuwerkerk aan den ljssel
Netherlands

EC | REP

5

AB Sciex Pte. Ltd.
BIk33, #04-06 Marsiling Industrial Estate Road 3
Woodlands Central Industrial Estate, Singapore 739256

License Server Setup Guide
222 GEN-IDV-05-6916-C


https://sciex.com/diagnostics
https://sciex.com/trademarks

Contents

T INEFOAUCTION...... e r e an e e R A4
License Server REQUIFEMENTS. .........u ittt e e et e e e e b e e e e e nnraeeeeeend 4
2 Get a License for the LiCENSE Server..........iiiieir s 5
3 Install the License Manager Administrator (Imadmin) Server ... 6
4 Deploy the LICENSE SEIVE ...t s am e s amn e e mnn e 8
5 Create and Distribute the Client License...........cccoiiiinncinnrr e 15
6 LiCeNSING RUIES......ceiiiiieee it 17
7 Upgrade the LiCENSE........cooiiieiieir s 18
8 MOVE the LICENSE.... oot am e ame e s s e e e e e e e e e e amn s 19
9 TroubleSROOtING........cciiiie e 20
L0 oo 1 T R U LT 21
LTS} (o]0 0 =Y o I =1 11 o PRSP 21
ONINE LeAINING CONEET......ciiiiieeiii ettt et e e e et e e e e bt e e e e nbb e e e e e e nbe e e e e ennbeeeeeanneee 21
ST O 1 QST o] o o o S 21
L0 01T BTt U | /TSP RRR 21
[T o101 ¢ 1=T01) 7= (o o T PSR 21
Setup Guide License Server

GEN-IDV-05-6916-C 3/22



Introduction

This guide provides instructions for installing and using the license server with Windows Server

2019, Windows Server 2016, Windows 10 (64-bit), and Windows 7 (64-bit).

License Server Requirements

This section lists the requirements that the license server computer must meet for the license

server to operate.

Hardware

* Processor: 1 gigahertz (GHz) or faster
« 1GBRAM

* 1 GB available hard disk space

» Ethernet card with TCP/IPv4 configured

Operating System

These operating systems are supported:

*  Windows 10 (64-bit)

* Windows 7 (64-bit)

*  Windows Server 2019 (32-bit or 64-bit)
* Windows Server 2016 (32-bit or 64-bit)

Note: It is a best practice to run the license server on a server-based operating system.

Note: The license server requires Java Runtime Environment (JRE) 8/Java Development Kit

(JDK) 8, which is installed with the operating system. It is available from

https://www.java.com/en/download.

License Server
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Get a License for the License
Server 2

Note: If both SCIEX OS-Q and SCIEX OS-MQ are installed on the same server, then the license
count is pooled. The server provides licenses based on total license availability, not based on
the availability of licenses of a specific type.

The license for a license server is node-locked to the license server host machine. To get the
license, have the following information ready and then contact SCIEX Sales.

» The software name and version number for which the license is required.

» The MAC address of the network interface card that connects the computer to the network.

Note: There can be more than one in a multi-homed host.

* The number of concurrent licenses to deploy.

This node-locked license file is required for deployment of the license server.

Note: Keep a copy of the license file on the D:\ drive, in case the license is lost or corrupted.

The license server can have multiple license files, for example, one with four seats, and one with
three seats, for a total of seven seats. When adding licenses make sure not to use the overwrite
license, unless the intention is to remove any existing licenses and replace them with the new one.

Setup Guide License Server
GEN-IDV-05-6916-C 522



Install the License Manager
Administrator (Imadmin) Server 3

Unzip the downloaded file License-Server-Setup.zip.

It contains these files:
* FlexNet Publisher software (Imadmin-i86_n3-11_16_1_1.exe)

+ Sciex Vendor Daemon software (ScxMSSWO0.exe)
* License Server Setup Guide (License-Server-Setup-Guide.pdf)

+ Example Client License File (Example_License.lic)

2. On the license server computer, make sure that the Java Virtual Machine is installed. To
get the latest version of Java, go to https://www.java.com/en/download.
3. Run Imadmin-i86_n3-11_16_1_1.exe from the unzipped package and then install Imadmin.
4. Click Next.
5. Click Next on all of the subsequent pages until the Important Information page is shown.
6. Click Install Visual C++ 2008 Redistributable Package.
Figure 3-1 Important Information Page
B FlexNet Publisher License Server Installer - *
o In order to run the senver successiully you need to install Visual C++ 2008 Redistriputable Package. Do
v you want the installer to install it now
[ Instal Visual C ++ 2008 Redistributable Package
License Server Setup Guide
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Install the License Manager Administrator (Imadmin) Server

Click Next.
Click Next until the Service Configuration page is shown.
Select the Run as a service check box.

Figure 3-2 Service Configuration Page

FlexMet Publisher License Server Installer —

Provide information about running the FlexMet License Server Manager as a senice, You must have
administrative privileges to configure the server to run as a senice.

E Run as a serice

Enter the Service name  imadmin

Enter number of seconds to delay on system restart 0

10. Click Next.
11. Click Done.
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Deploy the License Server 4

1. Make sure that the properties of the Imadmin service are set correctly.
a. Select the Imadmin service in the Services control panel.

b. On the Log On tab, click Local System Account and then select the Allow service to
interact with desktop check box.

c. Click OK.

Figure 4-1 Imadmin Properties

Imadmin Properties (Local Computer) E
General| Log On | Recovery | Dependencies

Loganas

@ Local System account
| Allow serice Lo intesact with desklop

This account

QK Cancel

2. Start the Imadmin Windows service.
Browse to http://localhost:8090/ on the computer.
On the Administration tab, type the username and password.

The default username and password are admin.

Note: The software prompts the user to change the default password after the first login.
Make sure to record the password and store it in a safe place.

License Server Setup Guide
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Deploy the License Server

5. Copy ScxMSSWO0.exe from the unzipped package and then paste it directly in the appropriate
folder, depending on the operating system:

a. 64-bit Windows: C:\Program Files (x86)\FlexNet Publisher License Server Manager
b. 32-bit Windows: C:\Program Files\FlexNet Publisher License Server Manager

6. Put the license file that is node-locked to the Ethernet MAC address of the licensing server
in the appropriate folder, depending on the operating system:

a. 64-bit Windows: C:\Program Files (x86)\FlexNet Publisher License Server
Manager\licenses\ScxMSSWO0

b. 32-bit Windows: C:\Program Files\FlexNet Publisher License Server
Manager\licenses\ScxMSSWO0

To get the license file, refer to the section: Get a License for the License Server.

Note: Create the licenses\ScxMSSWO directory structure if it does not already exist in the
C:\Program Files (x86)\FlexNet Publisher License Server Manager folder on a Microsoft
Windows 64-bit system or in the C:\Program Files\FlexNet Publisher License Server
Manager folder on a Microsoft Windows 32-bit system. This is done to store the license
file.

Note: Keep license files in a separate location, in case the server fails, or in case files are
accidentally overwritten or deleted as the result of changes to the server.

7. Browse to http://localhost:8090/vendor.
Click Import License in Vendor Daemon Configuration.
Browse to the folder specified in step 6, select the license file, and then click Open.

10.  Select the Overwrite License File on License Server check box and then click Import
License.

Setup Guide License Server
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Deploy the License Server

Figure 4-2 Import License File Page

UL, SONTrRRT

IFfexNeI Publisher

m Import License File
Sester License File from Your Local Machine

CA\Program Files (cB81Flexiet Publicher License Sen  Browse
§ Ml Ohvenwrite License File on Licerse Server

I!El

Note: The license must be imported for server-based licensing to work.

If the import is successful, then a message is shown to indicate that the license file was
uploaded successfully. Close the message. The FlexNet Publisher window shows that the
Vendor Daemons is running with the status Up.

License Server Setup Guide
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Deploy the License Server

Figure 4-3 Vendor Daemons

FIEXERA SOFTWARE™ g
@FlexNel Publisher’ Hep  Sgnowt

ashboard  Admanistration
—

% Vendor Daemons
Systern £l
Information \\9

r Import License

L 2 Hexbet Pulbdiber Verdion

SCMSEIND 1114 21568 Administer Delete

11. Click Administer.
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Deploy the License Server

Figure 4-4 Administer

(8] FiexNet Publisher -

Dashboard  Admanistration
—

% Vendor Daemons
Syzbern T

Import License

Cenfinuratan eSS ™ 114 21568 Delete

12.  Type 27010 in the Use this port field to configure the Vendor Daemon:ScxMSSWO0 to use
port 27010.

Figure 4-5 Configure the Vendor Daemon Port

Vendor Daemon Actions
ReportLog Nome:| | Rotse Report togs |

Geonetal Coaficparstion

* Licerse Fille or Directory
CAProgramData\FLESm\Imad miniicenses\SocM5SWMServ] FEBIS6BIFOSL_20 day Processing ANALYSTLT Jic

Wendor Daemon Location:
[SexMESWY

* Vendor Dasmon Port:
O e detptt poct

®) et ot [27010 | e

* Restart Retries:
10

[ et Dase-based Versions

Vendos Daemon Log

| save | Cancel ]
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Deploy the License Server

13.  Click Save at the bottom of the page.

14.  Click Stop to stop the Vendor Daemon Actions.

15.  Click Administer again.

16.  Click Start to start the Vendor Daemon Actions.

17.  Change to the Dashboard tab and then back to the Administration tab.

Figure 4-6 Dashboard and Administration Tabs
@Iiﬁrﬁeﬂrhb!isher‘ o s
m Vendor Daemons

The status for Vendor Daemons shows as Up.

18.  Inthe Windows Firewall with Advanced Security pane, add two new Windows Firewall rules,
one inbound rule and one outbound rule, to allow both inbound and outbound TCP
connections to the server on the following ports:

+ 8090 (for remote access to the FlexNet Publisher Administration)

+ 27000 (for FlexNet Publisher server)

+ 27010 (for Vendor Daemon)

Figure 4-7 Inbound Rule

-

eo ofis B0

‘;‘:;:'I‘";::‘M"M.w. Hame " Prelie  Ensbled  Ackes  Oweride Fregem  Lewd Sddees  Rewaote Addvess  Postocel  Locsl Pemy FarnetePon  Authew = ‘::-lhl-
e e B I i - S A S A - |

Figure 4-8 Outbound Rule

-

s emun

W Windows Feenall with &avanc [ L o] Actiom
 bbgand Pt Mama € Profile  Deabled  Action  Ovesde  Progam  Locsl Addesis  BemoteAddrens Prosocol  LecslFont Remeote Port duthgs A || Outiveund Rtes
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If a different port, in the range of 27000 to 27009, is used for the FlexNet Publisher server,

then adjust the Windows Firewall settings to allow this communication, if required.

19.  On the server, browse to http://localhost:8090/.

Setup Guide License Server
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Deploy the License Server

20. Browse to the Server Configuration tab, expand the License Server Configuration section,
select Use this port, and then type 27000. Click Save.
Figure 4-9 Check Port Used by Imadmin
PUITTRA SCH TR I o L
@FlexNef Publisher O I
% Server Configuration
ot
)
ﬂ Secure Web Serves Configuration
e
Pl oo
cnn::mﬂn _?:aﬂmun Number of License Server Manager Processing Threads:
S —
| b btestpce |
[ soe | Comces ]
21.  In Task Manager, stop the FlexNet Publisher Manager (Imadmin) service and then start it
again.
Note: If the default range 27000 to 27009 is used, then verify which port the Imadmin is
running on by opening the System Information tab.
22.  Activate the server license. Go to sciex.com/request-support and create a support ticket.
License Server Setup Guide
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Create and Distribute the Client
License 5

Note: The client computers on which the licensed SCIEX software are to be run must be on a
network with access to the server.

A USE_SERVER license file is a special type of license file that contains a special keyword,
USE_SERVER. The license file can be created in a text editor and then saved as an lic file with the
All Files file type selected.

The SERVER line must always be:
#PLEASE DO NOT DELETE THI'S COMVENT LI NE:
SERVER <I P or HOSTNAME> ANY <PORT>
The last line must be:
USE_SERVER.
We recommend using the server name instead of the TCP/IP address of the license server. The

server name (<HOSTNAME>) should be the full computer name, including the domain. For example
Ser ver Conput er Name. Domai n. Net .

Create and save a USE_SERVER license file and then distribute it to each client.

Note: On the client computer, put the license file in the appropriate directory for the software
being licensed.

Table 5-1 License File Locations

Software File Location
Analyst Software and CFR C:\ProgramData\AB SCIEX\Analyst\License
SCIEX OS and CFR C:\Program Files\SCIEX\SCIEX OS

Multiple licenses can be installed on the same client, for different software. For example, a client
computer might have two license files, one for the Analyst software, and one for SCIEX OS.

Note: A specific license file name might be required for each software version for which the
license is used.

Setup Guide License Server
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Create and Distribute the Client License

For example USE SERVER licenses, refer to the section following sections. Copy these examples
to a text editor and then replace the information with the information for the server to create a new
license file.

License File Name

Use the following format for the file name: <software><version>_<seats>_Seats.lic.
Where:

+ <software> is the name of the software, either the SCIEX OS or Analyst software.
+ <version> is the software release number.

+ <seats> is the number of seats.

Example 1

#Pl ease Do not delete this conmment |ine.
SERVER CO. SERV. NET ANY 27000

Vendor ScxNVSSW)

USE_SERVER

Example 2

#Pl ease Do not delete this conment |ine.
SERVER 168. 254. 0. 80 ANY 27000

Vendor ScxNVSSW)

USE_SERVER

License Server Setup Guide
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Licensing Rules 6

* The server license must be a server concurrent license, not a node-locked license.
* The client license must not be imported on the license server.

» Before importing a previously imported license again, the user must make sure that the Overwrite
License file on License Server option is selected before importing the license.

*  When importing a different license file for the same software application, the user must select
the old license file path in the License File or Directory field and then press Delete. Click
Save, stop the Vendor Daemon, and then start the Vendor Daemon again.

+ After the maximum licensed number of clients has been reached, no more users can log on to
the software application until after some client computers log off.

» Users are allowed to borrow a license from their software application to work offline for up to
seven days. When alicense is borrowed, the available number of licenses on the license server
is decreased by one. The available number of licenses increases by one when the user returns
the borrowed license or after seven days, whichever is sooner.

» A user can only return a license if the client can access the server.

» A user can only borrow a license if the user is logged on to the software application and the
license will not expire within seven days.

Setup Guide License Server
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Upgrade the License 7

When a new software version becomes available, upgrade the licenses on the server and the
client computer.

1.

Get a license for the new software version. Refer to the section: Get a License for the
License Server.

2. Deploy the license on the server. Refer to the section: Deploy the License Server. Do not
overwrite the existing license.

3. (If required) Create a new client license and distribute it to the client computers. Refer to
the section: Create and Distribute the Client License.

4. After all of the licenses are distributed, delete the old license versions.

License Server Setup Guide
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Move the License 8

To move the server license to a different server, or to move the client license to a different computer,
go to sciex.com/request-support and create a support ticket.

Setup Guide License Server
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Troubleshooting 9

+ If the Vendor Daemon is deleted from the Vendor Daemon Configuration tab in the FlexNet
Publisher, then, after importing the license file, make sure to reset the Vendor Daemon Port
to 27010 instead of the default port. Save and then start the Vendor Daemon again.

+ If a borrowed license is not returned properly, then close the SCIEX software and shut down
the computer for eight to ten minutes. Then start the software to see if the license has been
returned.

This issue might occur if communication between the client and server fails while a license is

being returned. The software attempts to re-establish communication five times, at one-minute
intervals. If communication is re-established within this five-minutes interval, then the license

is not returned.

» Torestart the license server, restart the computer or restart the Imadmin service in the Services
tab of the Task Manager.

» Make sure that the Imadmin service is running as a Local System Account, with the Allow
service to interact with Desktop check box selected. Refer to the section: Deploy the License
Server.

* Make sure that the Imadmin service is configured as Automatic (not Delayed Start).
* When changing passwords, make sure to record them and store them in a safe place.

» For any other issues, contact sciex.com/request-support.

License Server Setup Guide
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Contact Us

Customer Training

* In North America: NA.CustomerTraining@sciex.com
* In Europe: Europe.CustomerTraining@sciex.com

* Qutside the EU and North America, visit sciex.com/education for contact information.

Online Learning Center

+ SCIEX University

SCIEX Support

SCIEX and its representatives maintain a staff of fully-trained service and technical specialists
located throughout the world. They can answer questions about the system or any technical issues
that might arise. For more information, visit the SCIEX website at sciex.com or contact us in one
of the following ways:

¢ sciex.com/contact-us

» sciex.com/request-support

CyberSecurity

For the latest guidance on cybersecurity for SCIEX products, visit sciex.com/productsecurity.

Documentation

This version of the document supercedes all previous versions of this document.

To view this document electronically, Adobe Acrobat Reader is required. To download the latest
version, go to https://get.adobe.com/reader.
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Contact Us

The latest versions of the documentation are available on the SCIEX website, at
sciex.com/customer-documents.

Note: To request a free, printed version of this document, contact sciex.com/contact-us.
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