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qhis document is provided to customers who have purchased pCfbu equipment to use in the operation of
such pCfbu equipmentK qhis document is copyright protected and any reproduction of this document or
any part of this document is strictly prohibitedI except as pCfbu may authorize in writingK

poftware that may be described in this document is furnished under a license agreementK ft is against the
law to copyI modifyI or distribute the software on any mediumI except as specifically allowed in the license
agreementK curthermoreI the license agreement may prohibit the software from being disassembledI reverse
engineeredI or decompiled for any purposeK tarranties are as stated thereinK

mortions of this document may make reference to other manufacturers andLor their productsI which may
contain parts whose names are registered as trademarks andLor function as trademarks of their respective
ownersK Any such use is intended only to designate those manufacturersD products as supplied by pCfbu
for incorporation into its equipment and does not imply any right andLor license to use or permit others to
use such manufacturersD andLor their product names as trademarksK

pCfbu warranties are limited to those express warranties provided at the time of sale or license of its
products and are the sole and exclusive representationsI warrantiesI and obligations of pCfbuK pCfbu
makes no other warranty of any kind whatsoeverI expressed or impliedI including without limitationI warranties
of merchantability or fitness for a particular purposeI whether arising from a statute or otherwise in law or
from a course of dealing or usage of tradeI all of which are expressly disclaimedI and assumes no
responsibility or contingent liabilityI including indirect or consequential damagesI for any use by the purchaser
or for any adverse circumstances arising therefromK
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pCfbu aiagnostics products are for in vitro diagnostic useK mroductEsF may not be available in all countriesK
cor information on availabilityI please contact your local representative or refer to sciexKcomK All other
pCfbu products are for research use onlyK kot for use in diagnostic proceduresK

qrademarks andLor registered trademarks mentioned herein are the property of A_ pciex mteK itdKI or their
respective ownersI in the rnited ptates andLor certain other countriesK
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qhis document is intended for ptatuspcope® oemote jonitoring pervice customers who are
upgrading an existing version of the software to the new version of the AgentK qhis update is
required to enable customers to monitor their connected mass spectrometers through pCfbu
kowqj when we migrate to the new platform within the next few weeksK

qhe ptatuspcope® oemote jonitoring pervice is used to remotely monitor pCfbu mass
spectrometers toW

• bnhance system performance

• bnhance system serviceability

• fncrease system uptime

• bnhance system use reporting capabilities

• fmprove repair response time

ceatures
qhe ptatuspcope® oemote jonitoring pervice uses a teb application infrastructure to receive
performance parameters fromI and report them toI connected mass spectrometersK tith an
established connection to a cloud server and a pCfbu kowqj accountI the status of the mass
spectrometer can be monitoredK

qhe ptatuspcope® oemote jonitoring pervice providesW

• pupport for multiple types of mass spectrometers and iC systemsK

• A unified view of important system performance parameters for monitored mass spectrometers
and their connected peripheralsK

• jonitoring of the sample queue for jobs submitted through the Analyst® poftwareI the Analyst®

qc poftwareI and pCfbu lpI on all supported mass spectrometersK

• A single access point for customersI through pCfbu kowqjI where customers can monitor the
statusI alertsI and notifications for all mass spectrometers that are connected to the ptatuspcope®

oemote jonitoring perviceK pCfbu kowqj is configured for onJtheJgo viewing using a mobile
deviceK

• Custom reports on mass spectrometer utilizationI inventoryI and service historyK
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oequirements
qhe new version of the ptatuspcope® oemote jonitoring pervice Agent requiresW

• A dedicated internet connection for the computer connected to the mass spectrometerI so that
the ptatuspcope® oemote jonitoring pervice can function as intendedK

• An active pCfbu kowqj accountK

• A minimum of O d_ free space on the CWL driveK

• lutbound connectivity on eqqmp and jnqq protocolsI port QQPK qhe firewall must allow
outbound communication from ptatuspcope® oemote jonitoring pervice to awsJiotI includingW

• aNVNfeOmxPSxfUJatsKiotKusJeastJNKamazonawsKcom

• iotregistrationcertificatesKsPKamazonawsKcom

Contact a local fq network administrator to confirm that this requirement is metK
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qhe procedures in this chapter must be performed on the acquisition computerK A user who is part
of the Administrator group for tindowsI and who is assigned to the Administrator role in the
Analyst® poftware and pCfbu lpI if applicableI must complete the installationK

koteW All of the dialogs provided in this chapter were captured on a computer configured with
the tindows NM operating systemK Comparable dialogs are shown on computers configured with
the tindows TI POJbit or SQJbit operating systemK qhe dialogs are provided as examples onlyK

Add a rser
NK oightJclick ptart > pearch and then type computer management in the pearch fieldK

cigure OJN Computer janagement App

OK Click the Computer janagement AppK
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cigure OJO Computer janagement tindow

PK Click iocal rsers and droupsK

cigure OJP iocal rsers and droups lptions

QK oightJclick rsers and then click kew rserK
qhe kew rser dialog opensK

RK Complete the dialog as followsW

aK Clear the rser must change password at next logon check boxK

ptatuspcope® oemote jonitoring perviceAgent rpgrade fnstructions
T L QTorlJfasJMPJNNMTVJA

Add a rser



bK qype a rser name in the field providedK cor exampleI ptatuspcoperserK

koteW qhe user name cannot contain spacesK

cK qype a massword in the field providedK

dK qype the same password in the Confirm massword fieldK

cigure OJQ kew rser aialog

SK Click CreateK

TK Click CloseK

UK ln the Computer janagement windowI doubleJclick rsersK

qhe name of the new user is shown in the list of usersK
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cigure OJR Computer janagement tindow – iist of rsers

VK Continue with Add a rser to the Administrator droup on page VK

Add a rser to the Administrator droup
NK ln the Computer janagement windowI doubleJclick droupsK

cigure OJS Computer janagement droups lptions tindow
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OK oightJclick Administrators and then click Add to droupK

cigure OJT Administrators mroperties aialog

PK Click AddK

cigure OJU pelect rsersI ComputersI pervice AccountsI or droups aialog

QK jake sure that the correct location is shown in the crom this location fieldK
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koteW qhe location is typically the computer nameK qo change the selectionI click iocationsI
select the appropriate location on the iocations dialogI and then click lhK

cigure OJV iocations aialog

RK qype the name of the user that was created in Add a rser on page S in the bnter the object
names to select field and then click Check kamesK cor exampleI ptatuspcoperserK
qhe name is shownI underlinedI in the bnter the object names to select fieldK

cigure OJNM pelect rsers aialog – salid rser
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qip> ff the name of the user cannot be verifiedI then make sure that the name has been typed
correctly and that the user is a valid computer or network domain userK

cigure OJNN kame kot cound aialog

SK Click lh to close the pelect rsers dialogK

qhe name of the new user is shown in the jembers fieldK
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cigure OJNO Administrators mroperties aialog – Administrator Added

TK Click Apply and then click lhK

UK Close the Computer janagement dialogK

VK Add the user to the Administrator role in the acquisition softwareW

• Add a rser to the Analyst® poftware on page NP

• Add a rser to pCfbu lp on page NV

Add a rser to the Analyst® poftware
koteW fn this procedureI all references to the Analyst® poftware can be replaced with the Analyst®

qc poftwareK

koteW Any changes to the Analyst® poftware security configuration take effect after the Analyst®

poftware is restartedK

NK lpen the Analyst® poftwareK
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OK ln the kavigation barI under ConfigureI doubleJclick pecurity ConfigurationK

cigure OJNP pecurity Configuration aialog

PK Click the meople tabK

koteW ff the meople tab is not shownI then the pecurity jode in the Analyst® poftware is set
to pingle rser jode and this procedure does not have to be completedK Continue with
mrepare for fnstallation on page OQK
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cigure OJNQ pecurity Configuration aialog – meople qab

QK Click kew mersonK

cigure OJNR pelect rsers or droups aialog

RK jake sure that the correct location is shown in the crom this location fieldK

koteW qhe location is typically the computer nameK qo change the selectionI click iocationsI
select the appropriate location on the iocations dialogI and then click lhK
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cigure OJNS iocations aialog

SK qype the name of the user that was created in Add a rser on page S in the bnter the object
names to select field and then click Check kamesK cor exampleI ptatuspcoperserK
qhe name is shownI underlinedI in the bnter the object names to select fieldK

cigure OJNT pelect rsers or droups aialog J rser Added
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qip> ff the name of the user cannot be verifiedI then make sure that the name has been typed
correctly and that the user is a valid computer or network domain userK

cigure OJNU kame kot cound aialog

TK Click lhK

cigure OJNV pecurity Configuration aialog
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UK jake sure that the name of the user that was added is selected and then click Administrator
in the Available ooles field and then click K

Administrator is shown in the ooleEsF pelected fieldK

cigure OJOM pecurity Configuration aialog

VK Click ApplyK

cigure OJON pecurityConfig jessage

NMK Click lh to close the messageK

NNK Click lh to close the pecurity Configuration dialogK

NOK Close the Analyst® poftwareK
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koteW Any changes to the Analyst® poftware security configuration take effect after the Analyst®

poftware is restartedK

NPK Continue with mrepare for fnstallation on page OQK

Add a rser to pCfbu lp
NK lpen pCfbu lpK

cigure OJOO pCfbu lp eome mage

OK lpen the Configuration workspaceK
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cigure OJOP Configuration torkspace

PK Click rser janagementK

cigure OJOQ rser janagement

QK Click Add rser E FK
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cigure OJOR pelect rser or droup aialog

RK jake sure that the correct location is shown in the crom this location fieldK

koteW qhe location is typically the computer nameK qo change the selectionI click iocationsI
select the appropriate location on the iocations dialogI and then click lhK

cigure OJOS iocations aialog

SK qype the name of the user that was created in Add a rser on page S in the bnter the object
names to select field and then click Check kamesK cor exampleI ptatuspcoperserK
qhe name is shownI underlinedI in the bnter the object names to select fieldK

cigure OJOT pelect rser or droup aialog – rser Added
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qip> ff the name of the user cannot be verifiedI then make sure that the name has been typed
correctly and that the user is a valid computer or network domain userK

cigure OJOU kame kot cound aialog

TK Click lhK

cigure OJOV rser janagement – rser Added

UK jake sure that the name of the user that was added is shown in the rser name or group field
and then select the Active user or group check boxK

VK fn the ooles areaI select the check box to the left of AdministratorK
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cigure OJPM rser janagement – Administrator pelected

NMK Click paveK

NNK Close pCfbu lpK

NOK Continue with mrepare for fnstallation on page OQK

ptatuspcope® oemote jonitoring perviceAgent rpgrade fnstructions
OP L QTorlJfasJMPJNNMTVJA

Add a rser



mrepare for fnstallation
mrerequisites

• jake sure that the user who will be completing the installation is assigned to the Administrator
groupK oefer to Add a rser to the Administrator droup on page VK

• jake sure that the user who will be completing the installation is assigned to the Administrator
role in the acquisition softwareK oefer to Add a rser to the Analyst® poftware on page NP or
Add a rser to pCfbu lp on page NVK

• Ecor computers configured with the tindows TI POJbit operating system onlyF jake sure that
pmN and the pecurity rpdate for tindows T Eh_OUNPQPMF are installedK oefer to rpdate
Computers Configured with the tindows TI POJbit lperating pystem on page QPK

NK aownload the required zip file from sciexKcomLsoftwareJsupportLsoftwareJdownloadsK

OK pave the file to a local drive on the computer that is connected to the instrument to be monitoredK

qip> qo prevent potential installation issuesI save the file to a location other than the computer
desktop and disconnect any external rp_ storage devicesK

PK After the download is completeI rightJclick the downloaded file and then click bxtract All to
extract the installation packageK

koteW _y defaultI the files are extracted to the location where the zip file was savedK jake
sure that the path to the installation folder is not too longK ff the path is longer than NNU
charactersI then installation might not proceedK

QK Continue with fnstall the ptatuspcope® oemote jonitoring pervice Agent on page ORK
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fnstall the ptatuspcope® oemote jonitoring
pervice Agent
mrerequisites

• qhe installation must be performed on the acquisition computerK

fjmloqAkqW
ff a previous version of the ptatuspcope® oemote jonitoring pervice is currently installed on the
computerI it should not be removedK qhe ptatuspcope® oemote jonitoring pervice is required to
enable users to continue monitoring the status of their systemsK Consult with a cield pervice
bmployee EcpbF before removing the existing softwareK

NK iog on to the computer as the user that was created in Add a rser on page SK

OK jake sure that the acquisition software is openK

PK jake sure that the hardware profile in the acquisition software is active and that it contains
the mass spectrometer that is being monitoredK

QK kavigate to the installation folderI ptatuspcopepetupJOKMI open the folderI and then open the
fnstall > rtilities folderK

RK aoubleJclick ptatuspcopemortCheckKexeK

cigure PJN Connectivity Confirmation

SK jake sure that ves is shown in the lpen column for both serversK
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qip> Contact a local fq network administrator to confirm that the firewall is configured to allow
outbound communication from the ptatuspcope® oemote jonitoring pervice to the two host
sites shown in cigure PJNK oefer to oequirements on page RK

TK mress bnter to close the dialogK

UK oeturn to the root ptatuspcopepetupJOKM folderI rightJclick ptatuspcopepetupKexe and then
select oun as administratorK

qip> ff the computer is configured with version NSMT or NTMP of the tindows NM operating
systemI then the following message is shownK Continue with step VK

cigure PJO Kket cramework fnstallation aialog

qip> ff the computer is configured with any other version of the tindows NM operating systemI
then the following dialog is shownK Continue with step NOK
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cigure PJP bnd rser iicense Agreement

qip> ff the computer is configured with the tindows TI POJbit operating systemI then the
following message is shownK Continue with bnable the jpjn ceature on Computers
Configured with the tindows TI POJbit lperating pystem on page QQK

cigure PJQ fnstall jpjn jessage aialog

VK Click lhK
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cigure PJR Kkbq cramework fnstallation Complete aialog

NMK Click cinishK

cigure PJS Kkbq cramework oestart Computer aialog

NNK Click oestart kowK

koteW then the computer has started againI return to step N of this procedureK

NOK Click f AgreeK

koteW ft might take a few minutes for the next screen in the sequence to be shownK ko user
intervention is requiredK
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cigure PJT Administrator rser Credentials

NPK qype the name of the user that was created in Add a rser on page S in the rsername fieldK

NQK qype the massword in the field provided and then click kextK

koteW ft might take a few minutes for the next screen in the sequence to be shownK ko user
intervention is requiredK

cigure PJU fnstallation mrogress

NRK ff both the Analyst® poftware or Analyst® qc poftware and pCfbu lp are installed on the
workstationI then select the Agent qype that matches the software that is used for acquisitionK

koteW ff only one of the software applications in installedI then this dialog is not shownK _oth
Analyst® and Analyst® qc poftware are shown as Analyst in the Agent qype fieldK
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cigure PJV Agent qype

NSK Click kextK

koteW ft might take a few minutes for the next screen in the sequence to be shownK ko user
intervention is requiredK

cigure PJNM fnstallation Complete

NTK Click cinishK
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koteW qhe system might take a few minutes to initialize and for the dialog to closeK ko user
intervention is requiredK

NUK Continue with mostJfnstallation serification on page POK

qroubleshooting qips for fnstallation
qable PJN fnstallation fssues

oesolutionfssue

fnstall one of the following acquisition softwareW

• Analyst® poftwareK oefer to Analyst® poftware
oequirements on page QN for a list of
supported versionsK

• Analyst® qc poftwareK oefer to Analyst® qc
poftware oequirements on page QO for a list
of supported versionsK

• pCfbu lpK oefer to pCfbu lp oequirements
on page QO for a list of supported versionsK

jake sure that the user is assigned to the
Administrator groupK qhe user account can be
local to the computer or part of a network
domainK oefer to Add a rser to the Administrator
droup on page VK
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qable PJN fnstallation fssues EcontinuedF

oesolutionfssue

jake sure that the username and the password
are typed correctlyK

pend an eJmail to
ptatuspcopeKjigration]sciexKcomK qhe eJmail
must include the contact information and the
serial number of the connected mass
spectrometerK

mostJfnstallation serification
koteW All of the dialogs provided in this procedure were captured on a computer configured with
the tindows NM operating systemK Comparable dialogs are shown on computers configured with
the tindows TI POJbit or SQJbit operating systemK qhe dialogs are provided as examples onlyK

NK oightJclick ptart > pearch and then type services in the pearch fieldK
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cigure PJNN pervices App

OK Click the pervices AppK

cigure PJNO pervices tindow

PK serify that the status of the ptatuspcopeAnalystAgent or the ptatuspcopepciexlpAgent
serviceI and the ptatuspcopecielddateway service is ounningK

koteW ln computers configured with the tindows T operating systemI the status of the
service is ptartedK
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cigure PJNP ptatuspcope pervices

QK serify that the installation logs are available in the CWyrsersyxusernamezyAppaatayiocalyqemp
folderI where xusernamez is the name of the user that is logged on the computer and has
completed the installationK

cigure PJNQ fnstallation iogs

RK serify that the application logs are available in the CWymrogramaataypCfbuyiogsyptatuspcope
folderK

cigure PJNR Application iogs

SK ao one of the followingW

• ln computers configured with the tindows NM operating systemI navigate to the CWymrogram
ciles ExUSFypCfbuyptatuspcopeyrtilities folderI rightJclick ptatuspcopeqestKexeI and then
select oun as administratorK

• ln computers configured with the tindows T operating systemI navigate to the CWymrogram
cilesypCfbuyptatuspcopeyrtilities folderI rightJclick ptatuspcopeqestKexeI and then select
oun as administratorK

qhis test tool validates that all prerequisitesI servicesI data in message queueI and provisioning
has been completedK
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cigure PJNS ptatuspcope Agent qroubleshooter tindow – aevice mrovisioning puccessful

TK jake sure that the statement aevice mrovisioning is puccessful is shown at the bottom of
the ptatuspcope Agent qroubleshooter windowK ff the statement aevice mrovisioning cailed
is shownI then continue with qroubleshooting qips for the aevice mrovisioning qask on page
PRK

cigure PJNT ptatuspcope Agent qroubleshooter tindow – aevice mrovisioning cailed

UK mress bnter to exit the dialogK

qroubleshooting qips for the aevice mrovisioning qask

NK oightJclick ptart > pearch and then type services in the pearch fieldK
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cigure PJNU pervices App

OK Click the pervices AppK

cigure PJNV pervices tindow

PK serify that the status of the ptatuspcopeAnalystAgent or the ptatuspcopepciexlpAgent
serviceI and the ptatuspcopecielddateway service is ounningK

koteW ln computers configured with the tindows T operating systemI the status of the
service is ptartedK
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cigure PJOM ptatuspcope pervices

QK cor each serviceI rightJclick the service name and then click oestartK

koteW ff one or both of the services are not running and cannot be started manuallyI then
restart the computer and return to mostJfnstallation serification on page POK

RK serify that the iog ln As field for the ptatuspcopeAnalystAgent service or the
ptatuspcopelpAgent service contains the name of the user that was created in Add a rser
on page SK cor exampleI ptatuspcoperserK

cigure PJON ptatuspcopeAnalystAgent iog ln As rser

SK ao one of the followingW

• ln computers configured with the tindows NM operating systemI navigate to the CWymrogram
ciles ExUSFypCfbuyptatuspcopeycielddatewayygfqmygfqm_aevice_oegister folderK

• ln computers configured with the tindows T operating systemI navigate to the CWymrogram
cilesypCfbuyptatuspcopeycielddatewayygfqmygfqm_aevice_oegister folderK

cigure PJOO gfqm_aevice_oegister colder cile iist
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koteW ff the gfqm_aevice_oegister folder contains all of the files shown in cigure PJOOI then
the provisioning was successfulK ff the gfqm_aevice_oegister folder contains more files or
fewer files than those shownI then the provisioning did not occur or it failedK

TK kavigate to CWymrogramaataypCfbuyiogsyptatuspcope and download the
aeviceprovisioningiogKtxt fileK

UK pend an email containing the following information to ptatuspcopeKjigration]sciexKcomW

• contact information

• serial number of the connected mass spectrometer

• aeviceprovisioningiogKtxt file
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NK iog on to the computer as a user with Administrator privilegesK

OK Click ptart > Control manelK
PK fn the iarge icons or pmall icons viewI click mrograms and ceaturesK

QK oightJclick pCfbu ptatuspcope Agent and then click rninstallK

cigure QJN oemoval tizard

RK collow the onJscreen instructionsK
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cigure QJO oemoval Complete

SK Click cinishK
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Analyst® poftware oequirements
qhe following versions of the Analyst® poftware are supported by the ptatuspcope® oemote
jonitoring perviceI including all of the available addJons EmatchesI eotcixes and Components
releasesFW

• sersion NKS

• sersion NKS poftware Components for SRMM peries fnstruments

• sersion NKSKN

• sersion NKSKO

• sersion NKSKO eotcix to cebruary OMNR

• sersion NKSKO poftware Components for PRMM peries fnstruments

• sersion NKSKP

• sersion NKSKP eotcix N

• sersion NKSKP eotcix O

• sersion NKSKP eotcix P

• sersion NKSKP eotcix Q

• sersion NKT

• sersion NKT with eotcix N

• sersion NKT eotcix O

• sersion NKT eotcix P

• sersion NKTKN

• sersion NKTKN eotcix N
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Analyst® qc poftware oequirements
qhe following versions of the Analyst® qc poftware are supported by the ptatuspcope® oemote
jonitoring perviceI including all of the available addJons EmatchesI eotcixes and Components
releasesFW

• sersion NKT

• sersion NKTKN

• sersion NKTKN eotcix N

• sersion NKTKN tith Components for iC aevices

• sersion NKTKN tith Components for kanoCell

• sersion NKU

• sersion NKU eotcix N

• sersion NKUKN

pCfbu lp oequirements
qhe following versions of pCfbu lp are supported by the ptatuspcope® oemote jonitoring
perviceI including all of the available addJons EmatchesI eotcixes and Components releasesFW

• sersion NKSKN

• sersion NKSKO

• sersion NKT
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NK aownload pmN for the tindows TI POJbit operating system from httpsWLLwwwKmicrosoftKcomL
enJusLdownloadLconfirmationKaspx\id=RUQOK

OK collow the instructions to install pmNK

PK aownload the pecurity rpdate for tindows T Eh_OUNPQPMF from httpsWLLwwwKmicrosoftKcomL
enJusLdownloadLdetailsKaspx\id=PVNNMK

QK collow the instructions to install the security updateK
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ff the computer where the ptatuspcope® oemote jonitoring pystem Agent is being installed is
configured with the tindows TI POJbit operating systemI then the following message is shown
when the ptatuspcopepetupKexe file is doubleJclickedK

cigure CJN fnstall jpjn jessage aialog

NK Click lh to close the messageK

OK Click ptart > Control manelK
PK fn the iarge icons or pmall icons viewI click mrograms and ceaturesK

QK fn the left navigation panelI click qurn tindows features on or offK

cigure CJO mrograms and ceatures tindow
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RK pelect the jicrosoft jessage nueue EjpjnF perver check boxK

cigure CJP tindows ceatures aialog

SK Click lhK

TK Close the mrograms and ceatures dialogK

UK oestart the computer and then continue with fnstall the ptatuspcope® oemote jonitoring
pervice Agent on page ORK
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Customer qraining
• fn korth AmericaW kAKCustomerqraining]sciexKcom

• fn buropeW buropeKCustomerqraining]sciexKcom

• lutside the br and korth AmericaI visit sciexKcomLeducation for contact informationK

lnline iearning Center
• pCfbu rniversityqj

pCfbu pupport
pCfbu and its representatives maintain a staff of fullyJtrained service and technical specialists
located throughout the worldK qhey can answer questions about the system or any technical issues
that might ariseK cor more informationI visit the pCfbu website at sciexKcom or contact us in one
of the following waysW

• sciexKcomLcontactJus

• sciexKcomLrequestJsupport

koteW cor any questions or issues related to the ptatuspcope® oemote jonitoring perviceI
select fnstrument C eardware as the fssue qypeK

• ptatuspcopeKjigration]sciexKcom

Cyberpecurity
cor the latest guidance on cybersecurity for pCfbu productsI visit sciexKcomLproductsecurityK
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aocumentation
qhis version of the document supercedes all previous versions of this documentK

qo view this document electronicallyI Adobe Acrobat oeader is requiredK qo download the latest
versionI go to httpsWLLgetKadobeKcomLreaderK

qhe latest versions of the documentation are available on the pCfbu websiteI at
sciexKcomLcustomerJdocumentsK

koteW qo request a freeI printed version of this documentI contact sciexKcomLcontactJusK
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